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We consider the problem of factoring polynomials over GF(p) for those prime numbers p 
for which all prime factors of p -  1 are small. We show that if we have a primitive t-th root of 
unity for every prime t dividing p -  1 then factoring polynomials over GF(p) can be done in de- 
terministic polynomial time. 

1. Introduction 

J. von zur Gathen [1987] considered the problem of  factoring polynomials 
over GF(p) in the case when p - 1  has small prime factors. Following his defini- 
tion, the smoothness S(k) of  an integer k is the largest prime factor of  k. He showed 
that the problem of  factoring polynomials over GF(p) and the problem o f  finding 
a primitive dement  in GF(p) are polynomial time equivalent via Cook reductions. 
Here "polynomial  t ime" means polynomial time in the input size plus S ( p - 1 ) .  
Also he proved that i f  one assumes the Extended Riemann Hypothesis (ERH), 
then primitive elements can be found in time ( l o g p + S ( p - 1 ) )  ~162 Thus, under 
ERH, one can factor polynomials over GF(p) using ( n + l o g p + S ( p - 1 ) )  ~ bit 
operations, where n is the degree of  the polynomial to be factored. 

Before formulating our  result, we introduce some notation. In this paper p 
denotes an odd prime and 

p--  1 = p~l p~,.. . p~, 

denotes the prime factorization of  p -  1. The socle soc (p) of  GF(p) is defined as 

soe(p)  = {~EGF(p), ~ is a t-th root unity for some prime t i p - l } .  

Clearly we have m =  [soc (P)I =Px +Pz+... + p , - r +  1 ~_S(p -  1) logp.  
In this note we prove the following 

Theorem 1.1. Let p be an odd prime and suppose that soe (p) is given. Then we can 
factor polynomials 0(1) over GF(p) in time (n-k logp-kS(p-1))  , where n is the 
degree o f  the polynomial to be factored. 

Remark 1.2. We improve the factoring result o f  yon zur Gathen [1987, Section 4] in 
that we use an element from GF(p) of  order PlP~...P, instead o f  an element of  
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order p -  I. Putting it another way, for primes with S ( p -  1) small we can factor 
xp, -  1 

polynomials if we can factor the cyclotomic polynomials 
x - 1  " 

We use a variant of the linear algebraic technique introduced in R6nyai 
[1987, Section 2]. This approach allows a natural and concise treatment of  the 
problems involved. 

Moenck [1977, Theorem 6] presented a deterministic polynomial time method 
to factor polynomials over GF(p), provided that a primitive element from GF(p) X 
is given and p - 1  has the form p- - l=21L,  where L is odd and L=O(logp). 
We offer a stronger and slightly more general result in this direction. 

Theorem 1.3. Suppose that p-- l=t tT ,  t is a prime, l~_1 and gcd(t, T)=I .  Then 
we can factor polynomials over GF(p) in time (t+ T+n+logp) ~ where n is the 
degree of  the polynomial to be factored. 

Thus, if t and T are small then we have a polynomial time factoring method 
without having soe (p) explicitly given. 

Let G, denote the set of  invertible n by n matrices over the field GF(p) which 
are similar over GF(p) to a diagonal matrix. S, denotes the set of n by n invertible 
scalar matrices over GF(p) (i.e. the matrices of form ~I where O#~EGF(p) and I 
is the n by n identity matrix). 

The multiplicative group GF(p) • of GF(p) can be written as the direct 
product of  its Sylow p~ subgroups P~ 

eFO,)* = P, XP, X . . .XP, .  

For an element ~EGF(p)" let o(a) denote the multiplieative order of  a, i.e. o(a) 
is the smallest positive integer k such that ak=l .  Every element aEGF(p) x can 
be expressed uniquely as 

= ~i%...o{, 

where ~iEPi. The element gi can be obtained from ~ using (logp) ~ bit opera- 
tions if the primes pf are known. Indeed, we can efficiently compute the multiplica- 

tive inverse l<=c~<=p ~, of the integer dr= p--1 modulop~,. Next, using fast ex- p i  e, 

ponentiation, we can compute ~=~d,*,. 
This observation is readily generalized to matrices as follows. If  AEG,, 

then A can be written as 

( . )  A = A1A~ ... A r 

where Ai =An, C,E G,, the characteristic roots of  At are in P~ and the relations AAi= 
=AtA hold. The matrices As can be obtained from A in time (n+logp) ~ if the 
primes p~ are known. 

The problem of factoring polynomials over GF(p) is closely related to the 
problem of finding invariant subspaces of matrices over GF(p). Indeed, if 

f(x) = ao+ alx+.., q-a,_lx "-x +x"EGF(p)[x] 
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is a polynomial to be factored then we can form the companion matrix As o f f  

, 4 f  

0 1 0 . . .  0 
0 0 I . . .  0 
0 0 0 . . .  0 
: �9 : " . .  : 

0 0 0 . . .  1 
- a ~  - a  1 - a , . . . - a , _ l  

Ay is an n by n matrix over GF(p) and for the characteristic polynomial we have 
det (A~.-xI)=(- 1)"f(x). If we have a nontrivial invariant subspace U of Ay (acting 
on the linear space of column vectors of length n over GF(p)), then we can con- 
sider the action of A s on U. In this way we obtain a linear transformation of U, 
and its characteristic polynomial is a nontrivial divisor o f f .  To obtain a nontrivial 
invariant subspaee of A s, we try to find a matrix B such that BAt=AsB and the 
characteristic polynomial fn of B has at least two different roots in GF(p). If  ~ is a 
root of fa  then ker (B-~I) is a nontrivial invariant subspaee of As. A particularly 
important special case is when fB[xP-x (i.e. fg splits in GF(p) andhas  no multiple 
roots). Then f a l s e  splits in GF(p) and from the roots offB we can obtain the roots 
o f f  because of dimor(p)ker(B--~I)=l for every root a offn. An other useful 
special case is when BEG,\S~ and f8 has multiple roots. Then for the minimal 
polynomial h of B we have h[xP-l-1 and degh<n.  If  we can find a nontrivial 
factor hi of h then we can find a nontrivial factor o f f ,  for ker (hi(B)) is a non- 
trivial invariant subspace of the matrix A s. We call a matrix B a splitting matrix for 
f i f  BA=AB, BEG~\S, andfB has multiple roots. 

We note that the linear algebraic computations mentioned in the preceding 
discussion (finding characteristic polynomial, minimal polynomial, computing the 
kernel, computing the action on an invariant subspace) can be done using 
(n + log p) ~ bit operations. 

2. Matrices and polynomials 

In this section we collect some facts and results related to the factoring algorithm 
to be presented in Section 3. 

Fact2.1. Suppose that H, KcGF(p), IKl+lHl=k~_p--2 and let a~flEGF(p). 

Then there exists an integer i, 0_~i_~k+l such that i~[K and ~ ~H. 

Proof. It is clear that for vEGF(p) the equation 

a+x 
fl+x =~ 

has at most one solution x~. Also, f l+x=O holds only for x - - - ig .  Thus, the 
number of  forbidden values of i is at most [K[ +[H[ + l_~k+  1. The elements i, 
O _ l = k + l  are different modulo p, hence the result follows. I 
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Fact 2.2. Let ~:BEGF(p)  x. I f  ~P,=~P, forsome l~i~_r then ~/#Esoc (p). 

Proof. If ~P~=/~P, then (~/p)P,=I hence ~/pEsoc (p). I 

For a matrix As and a positive integer i we put A<o=A+il where I 
denotes the n by n identity matrix. The decomposition (*) of A(~) is written as 

A(i) = Atx At2 ... A t , .  

Lemma 2.3. Let AEGn\S ,  and suppose that n+lsoc(p)l~_p-2. Then there exist 
integers i. j, O~ i~_ m +n + 1, 1 ~_j~_ r such that one o f  the following statements holds: 
(a) n~pj  A o E G , \ S , .  
(b) n=pj and Af]EG, \S , .  

Proof. As AEGn\S~, it has at least two different eigenvalues ~, flEGF(p) • Ap- 
plying Fact2.1 with H=soc (p )  and K = { - 7 ;  V is a characteristic root o f  A}, 
We obtain that there exists an integer i, O~i~_m+n+l  such that Act)EG . and Ac~ ~ 
has two characteristic roots 7, 6EGF(p) ~ for which y/cS~soc (p). Now we con- 
sider the matrices A~j. If at least two of them are in G , \ S ,  then (a) holds. We 
can therefore assume that there exists exactly one j  such that At jEG, \S , .  If n : p j  
then we have (a) again. Now suppose that n=pp Clearly A~E S, if and only if 
)/~JE S,. By Fact 2.2 the latter is impossible and hence (b) follows. I 

Remark 2.4. For a given matrix AEG~\S ,  the matrices Atj can be computed 
Using (m+n+logp) ~ bit operations, hence we can efficiently find a matrix A o 
satisfying (a) or (b) of Lemma 2.3. 

Fact 2.5. Let t be a prime and AEGt such that At=~IESt. Suppose further that 
the characteristic polynomial f ,  t o f  A has no multiple roots. Then det (A)=(-1)t+l~.  

Proof. IffA has no multiple roots, then we have f a = ( - 1 ) t ( x t - ~ ) .  Using the fact 
t h a t  det (A) is the constant term o f fa ;  the statement follows, l 

Fact 2.6. Let t be a prime and AEGt such that At'=ulESt. Suppose that A t has 
no multiple characteristic roots. Then det (A)t=( - 1)t+l~. l 

Proof. Using Fact 2.5, we obtain that ( -  I)f+~u=det (Ag=det  (.4) t. [ 

Fact 2.7, Let t=p~ bean arbitraryprimedivisor of  p - 1  ann AEG~, n<t  such that 
A'=~IES, for I ~ E P ~ .  Then det(A)EP~ and o(det(A))>o(~). 

Proof. From gcd(n, t ) = l  we infer 1-<tt=o(u)=o(un). Also we have 0~"=det (A~)= 
=det(A) ~. This implies that det(A~§ hence det(A)EP~. Finally, we ob- 
serve that det(At~)=l is impossible because it would imply u~-~=l, a con- 
tradiction. [ 

Lemma 2.8. Let t be a prime dividing p - 1  and suppose that we have elements 
~, #EGF(p) ~ such that o(u)=t~<o(#)=t ~. Then the roots of  the polynomial x~-~ 
are in GF(p) and can be found in time polynomial in t +logp. 

Proof. The conditions imply that u is in the multiplicative subgroup generated by/L 
�9 More precisely, there exists a positiveinteger j_~t ~ such that ~=/~  andj i s  divisible 
by t. This exponent j can be computed in time polynomial in t and logp using 
essentially the Tonelli--Shanks algorithm (Tonelli [1891], Shanks [1972], Adleman, 
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Manders, Miller [1977], Huang [1985, Section 2], von zur Gathen [1987, Lemma 3.1]). 
Also, usingol/~' we can find a primitive t-th root of  umty" 7 from GF(p) in time 
( t+logp)  c ). Now observing that the roots of  x t - g  are pJ/tTt where l~_i~_t, 
the statement is proved. 1 

p--1 
The following statement is similar to Lemma 2.3. We let t =Pz and T =  p~t 

Lemma 2.9. Let A 6 G , \ S ,  and suppose that n+tT<-p-2 .  Then there exists an 
integer i, O~i<--n+tT+l such that A[t6Gn~S n. 

Proof. Let ~, ~EGF(p) x be two different eigenvalues of  A. We apply Fact 2.1 with 

(1) H = {66GF(p); 6 ' r  = 1} 

and 
K = { - 7 ;  7 is a characteristic root of  A}. 

We obtain that there exists an integer i, O~_i~_n+tT+l such that Ato6G . and A(o 
has two nonzero eigenvalues ~, r/ such that ~/~/~[ H. The latter fact implies that 
Ctr#~/tr and therefore A t r ~  Also we have t r _  t r _  (0~, , .  A ~ j - I  for j>-I  andthus A e ) -  

tT -A~z and the statement follows. 1 

3. The factoring method 

Now we are in the position to describe the factoring procedure of Theorem 1.1. 
The input is a polynomial fEGF(p)[x], deg ( f ) = n > l  such that the roots of  f a r e  
in GF(p). We shall also assume that f ( 0 ) # 0  and that f has no multiple roots. 
Algorithm 1 either produces the complete factorization o f f  or a splitting matrix 
BEG, for f .  We assume that soc (p) is explicitly given. We can also assume that 
n+m~_p-2,  otherwise one can use Berlekamp's algorithm (Berlekamp [1968], 
[1970], Knuth [1981], Lidl, Niederreiter [1983]) to obtain the complete factoriza- 
tion off .  

Algorithm 1. 

Step 1. Form the companion matrix A=AsEG, and compute the matrices ,40 
O~_i<-n+m+ l and l<-_j~_r. Find indices i, j for which one o f  the alternatives o f  
Lemma 2.3 holds and put B=Aiz,  t=pj.  Next generate the sequence o f  matrices 

B ,  B t, B t2 . . . .  , B tk 

until we obtain a scalar matrix Btk=~L Compute the characteristic polynomial 
g o f B  '~-1. 

Step 2. I f  the characteristic polynomial g o f  1~ ~-1 has multiple roots then B r~-t is a 
splitting matrix for f ,  return (/~-1). 
(* The polynomial g has no multiple roots, consequently n~_t. *) 

Step 3. I f  n # t then skip the rest of  this step. 
(* For therest o f  Step 3 we have n = t  and k ~ 2 .  *} 
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I f  t is odd, then by Fact 2.6 det (B t~-') is a root o f  g, and having soc (p) (and thus a 
primitive t-th root of  unity) at hand, we find all the roots of  g and then find the complete 
factorization o f f .  
(* In the remaining part of  Step 3 we settle the case t=2.  Observe that t = 2  and 
k>-2 imply that 4 1 p - l ,  therefore the polynomial xZ+l splits in GF(p). *) 
I f  t=2 ,  then first we find a root ~ o f  the polynomial x2+l ,  using the algorithm of  
Schoof[1985] for taking modular square roots o f  small integers. Now 7 det (B t~-~) 
is a root of  g and we proceed as in the odd case to find the roots of f .  In all cases we 
return the complete factorization of f .  

Step 4. (* Here we have n<t  and k>0.  *) 
I f  ~t = 1 then the roots o f  g are in soc (p) and we find them by computing the elements 
g(0 ,  ~Esoc(p). In this way we obtain the complete factorization of f .  I f  ~ 1  then 
by Fact 2.7 det (Bt~-~)EP~ and o(det (Bt~-~))>o(ot), so by Lemma 2.8 we can 
factor x~--~ and thus find the roots of  g. Again, we obtain the complete factoriza- 
tion of f .  
We return the complete factorization o f f .  

End 

Lemma 3.1. Let fEGF(p)[x] be a polynomial such that d e g f = n >  1, f i x  p - l -  1. 
Suppose further that the set soe (p) is explicitly given. Then Algorithm 1 either finds 
the roots o f  f or produces a splitting matrix for f .  It runs in deterministic time 
(n + S ( p -  1) + log  p)Ot~). 

Proof. If we finish at Step 2 then we have a splitting matrix for f .  If  we finish at 
Step 3 or at Step 4 then we have found all the roots o f f .  Observing that k=<logp 
and t~_S(p-1)  the timing follows. II 

Now we can prove Theorem 1.1. 

Proof of Theorem 1.1. The problem of  factoring fEGF(p)[x], d e g ( f ) = n  can be 
reduced in time (n+logp) ~ to finding roots in GF(p) of at most n polynomials 
of  degree at most n, using Berlekamp's reduction (Berlekamp [1968], [1970], Knuth 
[1981], Lidl, Niederreiter [1983]). The polynomials obtained split into linear factors 
in GF(p). We can assume that f ( 0 ) ~ 0  and by computing gcd(f, xP-l--1) we 

o (1) can assure t h a t f h a s  no multiple roots. This can be done using (n+logp)  bit 
operations. 

Clearly it sut~ces to show tha t f can  be factored into at least two nonconstant 
o (x) factors in time n+S(p--1)+logp)  . To this end weapply Algorithm 1. If it 

. . . . .  

finds the roots of f then we are done. Otherwse it returns a sphttmg mamx B1 forf .  
Letj~ denote the minimal polynomial of B1. We have fjlx p - l -  1 and l < d e g ~ <  
< degf. We can apply Algorithm I to j~ and so on. More formally we compute a 
sequence of matrices B1 . . . . .  B~ and a sequence of polynomials f=f0,J~ . . . . .  J~ 

~ : :  ~ p 1 such that Bj+x is a splitting matrix fo r f j ,  0 = j  i and J3lx - - 1  is the minimal 
polynomial of B j ,  until~ is completely factored by our algorithm. Using the fact that 

o (1) degfj>degfj+~>l,  thesesequencescanbegeneratedintime(n+S(p-1)+logp) . 
Then, proceeding backwards, from the factorization ofj~ we obtain (partial) fac- 
torization of  J~-i . . . . .  fo =fusing repeatedly the technique described at the end of  Sec- 
tion 1. This task can be executed in time (n +log p)~176  We have obtained tha t fcan  
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be factored into at least two nonconstant factors using (n + S  ( p - 1 ) + l o g  p)OeX) bit 
operations. The p roof  is complete. | 

Now we turn to the algorithm of  Theorem 1.3. First we recall that p -  1 =tZT, 
where t is a prime, l > 0  and gcd(t, T ) = I .  Let  P~ denote the Sylow t subgroup 
of GF(p)*. We observe that a primitive t-th root  o f  unity ~?(GF(p) x can be found 
in time ( l o g p + T )  ~ by simply examining at most T + I  elements of  GF(p) ~. 
Clearly at  least one of  them has a nontrivial component  in P~ and then by com- 
puting a suitable power of  such an element we obtain a primitive t-th root  of  unity. 

We can now proceed along the lines of  the proof  o f  Theorem 1.1 First we 
give a variant of  Algorithm 1 adapted to the present situation. We impose the same 
assumptions on the input polynomial f (i.e. fEGF(p)[x], d e g ( f ) = n > l  and 
f [ x ~ ' - l - l ) .  The method either produces the complete factorization o f f  or gives 
a splitting matrix f o r f .  We can assume that n+tT<-p -2 ,  

Algorithm 2. 

Step 1. Farm the companion matrix A=AIEG~ and compute the matrices Aa for 
O~_i<:n+tT+ l. Find a subscript i for which the statement of  Lemma 2.9 holds and 
put B = A a ,  t=pl .  Next generate the sequence of  matrices 

B, B t, B t2 . . . . .  B tu 

until we obtain a scalar matrix B ck =~I. Compute the characteristic polynomial g 
of B '~-~. 

Steps 2 4. Identical to the corresponding steps of  Algorithm 1. 
(* Observe that we need only a pl-th root o f  unity from sac (p) which is available at 
cost ( logp+ T) ~ *) 

End 

We thus have the following 

Lemma 3.2. Algorithm 2 either finds the roots o f f  or produces a splitting matrix 
for f .  It runs in deterministic time ( l o g p + t +  T+n)  ~ | 

Now Theorem 1.3 can be proved similarly to Theorem 1.1, using Algorithm 2 
instead o f  Algorithm 1. | 
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